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Agenda

Godzina
9:30-10:00
10:00-10:15
10:15-10:55
10:55-11:25

11:25-11:40
11:40-12:00
12:00

Temat

Rozpoczecie spotkania i wspdlne sniadanie.
Uroczyste otwarcie i przeciecie wstegi.

Chmura prywatna na przyktadzie Nutanix i VMware.

Przestrzen Nomios Private Cloud & Security Lab powered by
Lenovo. Architektura i mozliwosci wykorzystania.

Plan wykorzystania srodowisk.
Czas na Q&A i networking.

Zakonczenie spotkania.
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TODAY'S REALITY
Data Center Silos Slow Innovation

HIGHER COST
OF OPERATIONS

ADDITIONAL PHYSICAL
SERVER FOOTPRINT

A
&

COMPUTE NETWORKING
HIGHER

INFRASTRUCTURE COST

Source: IDC. “Business Value of VMware Cloud Foundation” White Paper, sponsored by Broadcom.
August 2024. IDC #US52312224
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https://www.vmware.com/docs/vmw-white-paper-business-value-of-cloud-foundation

PUBLIC CLOUD

Unified the Silos

A.

Public Cloud

Self-

ili Scalabilit i
Agqility y Automation o
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PUBLIC CLOUD

Unified the Silos but..

Customers say cloud
migrations expensive and
complex to manage'

Customers are concerned
With privacy?

nomios secure and connected

A.

Public Cloud

Higher
Costs

©O 0 O

Lack of Data Complex to Low
Sovereignty Interop Compliance

1IDC White Paper, sponsored by VMware by Broadcom, The Business Value of VMware
Cloud Foundation, doc #US52312224, August 2024
2 Forrester Research.- Cloud Security — Reality Strikes After Migration



All the benefits
of Public Cloud

nomios secure and connected

Modern

Private Cloud
The best of both worlds

Cost Control

Oy

Security

Scalability

Resilience

Automation

Sovereignty

l‘* Self-serviceability

=1

All the benefits
of the Data Center



PRIVATE CLOUD IS NOT A LOCATION.
It's a way of working - an operating model.

Software-Defined
Infrastructure

Security and
Governance

Compute, storage,
network, security, data
protection

Resiliency, cost control,
automated LCM and
policy enforcement

Self-Service and Location
Automation Workload Agnostic

Consumption-focused Agnostic On-prem, hyper-scaler,

with tenant control and Modern, traditional, and edge, sovereign/CSP

automation Al workloads
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Delivering the Modern Private Cloud

VCF Advanced Services

. DR and
Pr'Xfte Ransomware
Recovery

Advanced Load Application Data Network Business Secure
Security Balancing Services Services Observability Operations Access

( VMware Cloud Foundation 9.0 \

Modern Cloud Interface

Tenant Service Catalog,
Management, Orchestration, (
Content Apps
) CONSUMER
Capacity, . ) SRE Ops, Fleet
Configuration, BN o DN  wase' PR . and Security
Tenancy Management,
Compute Storage Networking
\ (VMware vSphere) (VMware vSAN) (VMware NSX) /
On Prem — Public Cloud — Sovereign Cloud — Edge — Telco
vmware
Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. The information in this presentation is for informational purposes only and may not be incorporated

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. into any contract. There is no commitment or obligation to deliver any items presented herein.



The Fundamental Shift in VMware Cloud Foundation 9.0

© 000

One One Run VMs and Sovereign Cost Control
Interface Interface containers/K8s And Secure private cloud cost
to private cloud for a cloud for Al, mg_dern, and as a platform transparency
operations consumption traqmo.nal
experience applications

vmware
Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Private Al

VMware Private Al Foundation
_ withNVIDIA

@ DR and Ransomware Recovery

VMware Live Recovery

Advanced Security

VMware vDefend VMware vDefend
Firewall Firewall w/ATP
@ Load Balancing

VMware Avi
Load Balancer

vmware

Broadcom Proprietary and Confidential. Copyright © 2024 B
by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadc

A Robust Catalog of
Advanced Services

VMware Cloud
Foundation

Application Services

VMware Tanzu VMware Tanzu
Platform Spring Essentials

VMware Tanzu
App Catalog

Secure Access @

Privileged Access

Identity Access Management

Management

Business Operations @

Automic Automation ValueOps
b

Network Observability @

Network Observability

Data Services o
VMware Data Services VMware Tanzu
Manager Data Suite
VMware Data VMware Tanzu
Services Rabbit MQ

12



How Does VCF
Stack up?

Management

DB

Compute

Storage

Network &
Security

vmware

dWS  stack DIY Software Stack
Additional Add-ons Additional Add-ons
Client Self-Service Portal Moxo
Systems Manager Automation Terraform
CloudWatch, CloudMap Datadog
RDS Home Grown DB Tools
AMI VM Template/Blueprints
EKS Red Hat OpenShift
Lambda Cloudflare Workers
EFS NTAP
EBS Pure
S3 Isilon

Juniper Apstra/Cisco ACI (but

VPC + Network Svcs no VPCs)

lAl Active Directory

Network Firewall

Agent Based, Network Firewall

ELB

F5

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.
by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

O VCF Software Stack

Additional Add-ons

VCF Automation

©

VCF Automation
VCF Operations

Data Services Manager

VM Template/Blueprints

VKS
VCF Automation ABX

vSAN File Service

vSAN, vSAN Max

Object Storage Extension

NSXVPCs + NSX Network Svcs

VCF Identity Broker
vDefend DFW + ATP

Avi Load Balancer

13
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Private Cloud Constructs within VMware Cloud Foundation

VCF Private Cloud

VCF Fleet
VCF Automation

VCF Operations

\
J

VCF Fleet
VCF Automation

VCF Operations

‘
J

@- VCF Instance

( Management Domain )

vCenter

NSX

SDDC Manager

Clusters I

Core Infrastructure

( Additional Workload Domains )

I
O

vCenter

NSX

Clusters I

Core Infrastructure

i
O

@- VCF Instance

( Management Domain )

vCenter

NSX

SDDC Manager

Clusters I

Core Infrastructure

( Additional Workload Domains )

i
O

vCenter

SX

Clusters I

Core Infrastructure

HI

T
O

=3 Additional VCF Instances

VCF Fleet
VCF Automation

VCF Operations

\
J

@- VCF Instance

( Management Domain )

vCenter

NSX

SDDC Manager

Clusters I

Core Infrastructure

( Additional Workload Domains )

T
O

vCenter

NSX

Clusters I

Core Infrastructure

i
O

(=3 Additional VCF Instances

(=3 Additional VCF Instances

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.
by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

VCF Instance

« Management Domain
 Workload Domains

VCF Fleet

e One or more VCF instance
« Common VCF Operations instance
e  Common VCF Automation Instance

VCF Private Clouds

e Oneor more VCF Fleets

14



Simple Networking with Virtual Private Clouds (VPCs)

Consistent implementation of Virtual Private Clouds (VPCs) across the platform

PHYSICAL NETWORK
: : Resources pre-provisioning

IP blocks/quotas Néa;\‘/)v;)rrtlrsir;g
» Configures N/S connectivity @ Enterprise Admin
» Creates projects, external IP blocks - :
» Assigns IP blocks and quotas to projects ~dvanced
Project &3 1 B
& Poiectadmn [
© ClslesiEes g Project Admin
» Assigns IP blocks and quotas to VPCs
|72
VPC(Z VPC & Required
* Creates subnets from Networking
pre-allocated IP blocks Expertise
« Attach VMs ® .
B & /PC Admin 1
- minimal
(l vm
subnet |

o
subnet {}
&

Self-service resources consumption

vmware

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Clear role definition allows
self-service networking

Enterprise Admin:

*  Owns the physical infrastructure

Project Admin:
* Atenant

* No direct access to physical
network

VPC Admin:

e Enduser

e Simple, self-service networking



Network Virtualization is Required to Deliver a Modern Private Cloud

Network
Virtualization

&

Integrated
SDN

Self-service networks
with Virtual Private Cloud

Virtual distributed
switching & routing

Consistent networking
policies across sites

vmware

Modern Apps
Networking

Simplified K8s
Networking

Comprehensive network
policy model

K8s platform agnostic

Integration with NSX
offers a single pane of
glass

Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

Network Visibility
and Troubleshooting

Powerful
Monitoring

Pre-deployment
assessment

Application discovery

Network topology and
metrics visualization

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Workload
Mobility

Large-scale
Mobility

Any-to-any vSphere
version

Zero-downtime migration

Various migration modes

Lateral
Security*

o

E-W Traffic
Protection

Stateful L7
Distributed FW

ATP with IDS/IPS, Network
Sandbox, NTA/NDR

Security analytics and rule

recommendations

*Add-on advanced services not included with VCF

16



Software Defined Networking in VMware Cloud Foundation

Networking has changed...

Software-Defined Networking is Built for the Application

Application Layer APP

7

Switching Routing  Stateful Flrewalllng VPN
Infrastructure Layer

Hosted
on VMS

Centrally
Controlled
and Deployed

Physical
Infrastructure
as Transport

vmware
Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Applications in Focus

Building a repeatable
infrastructure for applications

Abstracts the hardware layer
and virtualizes network
resources

Operations

Policy-based enforcement
based on application behavior

Enforcement at application level
and not at multiple points in the
infrastructure

17



VCF with Physical Networking

Vendor #1 configuration/API X Switching

VLAN z Vendor #2 configuration/API

Vendor #3 configuration/API

Vendor #4 configuration/API

Vendor #5 configuration/API Monitoring and Analytics

NAAANAA

ESX ESX ESX

& J \ J &

\

S ﬂg VMWARE CLOUD FOUNDATION

vmware
Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




VCF with NSX Virtual Networking

Independent of the physical infrastructure

IP FABRIC WITH SERVICE APPLIANCES

@0000S
Ell El EEnEE

Tunnels over physical infrastructure

% N
VCF with NSX Virtual Networking

2717 VMWARE CLOUD FOUNDATION

vmware
Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




VCF with NSX Networking

The whole networking stack is virtualized

\_ =7

—HPFABRIEWHHSERWHEEAPPHANCES—
GENERIC IP FABRIC
© 0O S

VCF with NSX Virtual Networking

VMWARE CLOUD FOUNDATION

vmware

Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

(

X Switching

o= .
Load Balancing

NE=  Firewall, IDS/IPS, ATP

NSX REST API @ » |
Automation - Monitoring and Analytics

20
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Nutanix Cloud Platform: One Platform for Hybrid Multicloud

Enterprise Apps ‘ Cloud Native Apps ‘ Al/ML ‘ Analytics Databases Desktops
( )
Cloud Control Plane
e e
Federated Mgmt Cloud Management K8s Management Data Governance
API | Alerts | LCM | IAM AlOps | Self-Service | Cost | SecOps LCM | Fleet Mgmt | Security Security | Privacy
\\ -
/f N . .
Files, Objects Data Services for K8s Database Service Cloud Native Services
. ) Project Beacon
(

Private Cloud Infrastructure

[ Virtual Compute, Storage, Networking; Disaster Recovery; Security ] Public Clouds

Edge Al-Optimized Infra Private Cloud MSPs

A

v

Application and data portability

nomios secure and connected 22



Nutanix Cloud Platform: One Platform for Hybrid Multicloud

Enterprise Apps ‘ Cloud Native Apps ‘ Al/ML Analytics Databases Desktops
4 . )
Nutanix Central
( - ( - Nutanix Kubernet
Prism Nutanix Cloud Manager utanix Rubernetes Data Lens
Platform
API | Alerts | LCM | IAM AlOps | Self-Service | Cost | SecOps LCM | Fleet Mgmt | Security Security | Privacy
\_ \_

i Nutanix Unified ) Nutanix Data Services Nutanix Database Cloud Native Services
Storage for K8s Service Project Beacon

Nutanix Cloud Infrastructure
Nutanix Cloud ’
[ Virtual Compute, Storage, Networking; Disaster Recovery; Security ] Public (,:IOUds
Clusters (Native)
Edge Al-Optimized Infra Private Cloud MSPs
\

v

A

Application and data portability

nomios secure and connected 23



Nutanix Flow Products

Nutanix CIOUd Platform-integrated network and security
Infrastructu re that enables a consistent security cyber-
resilience posture anywhere.

Flow

Platform-Integrated

: Flow
Network and Security Virtual Networking
Across Clouds

Flow
Network Security

Flow Network Security (FNS) - Flow Virtual Networking VPCs

Basic microsegmentation for workloads, Software-defined networking fabric

including VMs @ Enable a Consistent enabling overlay networks and VPCs across
_ > : Cyber-Resilient clouds

Flow Network Security Next-Gen (FNS NG) @ Security Posture

Next-generation microsegmentation @ @ y

including a many-to-one policy model

across clouds

- Security Central Leverage an Extensive
A NetSecOps dashboard for all your security Partner Ecosystem for
workloads and microsegmentation
o Defense-In-Depth

nomios secure and connected 24



Flow Virtual Networking: Features

External
VD Connectivity
NAT and/or No-NAT .
Isolated Zone an ;/,Or © Multiple External Networks
(namespace) D\:} Connect to two different external
networks at the same time
Subnet
Broadcast domain .
w/IP Prefixes (RFC 7 Floating IP
1918) >0l External IP 11 NATted
J to UVM on VPC
Hybrid Cloud
Connectivity Policy-based Routing
Stretched Layer 2 to Route or Redirect traffic
other VPCs between subnets
ninlE RARRIAY
Network ACLs VPC VPN
Policy to allow or deny Encrypted connection
to remote site or VPC

between subnets

nomios secure and connected



Flow Net - Logical / Physical

10.1.1.024 10.1.2.0/24

10.1.3.0/24

VPC Purple

Logical View

192.168.11.0.024 | 192.168.12.0.0/24 10.1.1.0/24 10.12.0/24 10.1.3.024
g oo
vo HO
VPC Orange
& S

Physical Network

e
Q2
>
©
&
M
Da
C
a

Geneve Overlay Tunnel(s) O

Physical Host

nomios secure and connected

Physical Host
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Flow Virtual Networking: Architecture Overview

Prism Central

S Management Provides RESTful APIs and Ul to users
<§ Plane and applications
<P
> -
Control Programs datapath in AHV nodes
Network Controller : : : :
Plane according to configuration and policy

/N
gsaae Process and forward packets

AHYV Nodes

nomios secure and connected 27



Flow Network Security

Ease of Security Operations

Security Planning and Dashboards

GovCloud Support
Multi-Cloud Compliance

Nutanix Security Central

;J,,f r""'w_, * Query Language and Network
I \H/ Anomaly
Compliance Monitoring & Alerts Intelligence ©_Findings & Threat Alerts

Flow Network Security (Microsegmentation) Enterprise Grade Security and DevOps

* Microsegmentation for App, VDI and ROBO
[% » Policy Visualization
+ Remote Syslog/SIEM Integration
Visualize Automate Secure * ID Based Firewall

e Visualization: Search and Filter
« Default VDI Policy

Flow Virtual Networking « Calm Blueprint for Service Chains
<o @ @
P -
N S° o
Decoupled Ubiquitous Consistent Network Fabric for Hybrid Cloud

+ VPC (Network Virtualization)

@ Karbon NX, DX, OEMs (@D Clusters| aws « Multi-tenant self-service networks
+ Multiple Ext Networks

* NAT and No-NAT (Routed)

* Secondary IP

Containers Private Cloud Public Clouds

nomios secure and connected 28



Flow Network Security: Microseg_mentation

6 Prism

Visualize and Discover apps /
and their network

connectivity
HTTP 80, 443

!

Web

Allow 8080

v

NCI
Flow Network Security

(Flow)

Allow 5432

App » DB

Segment apps and virtual
networks; no hardware or

g

complex networking
Public Cl

N

Secure applications,
prevent data loss and
support compliance goals

VLANTI

Physical Network (VLANs/Subnets)

nomios secure and connected
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Create Tier to Tier Rule p 4

AppTier  Web

Specify the protocol details for this rule

PROTOCOL PORTS

AppTier DB

+ Add Port/Protocol

ACTIONS

TCP v 3306

X

Redirect through a service chain

Sec_Chain

3

 Cluster wide deployment of service
chains with CALM

« Multiple Services Per Chain

« Policy Based Selective Traffic
Redirection

« L7/ DPI/Advanced Security with
third party Virtual Appliance

nomios secure and connected

Service Chains with Flow and Calm

Virtual FW on AHV

— % paloalto

FI:ARTINET )
VM-Series

FortiGate-VM ‘
(3 Check Point

SOFTWARE TECHMOLOGIES LTD

Cloud Guard VE

Virtual Appliance AHV Certified for L3 & vWire mode, Service Chain Certification




Cloud Management for the Hybrid World

NCM helps Build, Operate,
and Govern Hybrid Clouds

Nutanix Cloud
Manager

Self-Service Intelligent Ops Cost Governance Security Central
Provisioning & orchestration Streamline Infra Ops with Multicloud cost Unified Cloud Security to
across clouds automation management reduce Risk

BUILD OPERATE GOVERN

N i ft
> vmware  aws g S

Google Cloud

nomios secure and connectead



HOW DOGS NCP adWs  stack DIY Software Stack NCP Software Stack
Stack up?

Client Self-Service Portal Moxo App Automation/Self Service
Management Systems Manager Automation Terraform App Automation
CloudWatch, CloudMa Datad Intelligent Ops, Governance
> g Cost, Data Lens
DB RDS Home Grown DB Tools NDB
AMI VM Template/Blueprints VM Template/Blueprints
Compute
EKS Red Hat OpenShift NKP
Lambda } Cloudflare Workers App Automation
EFS NTAP Nutanix Unified Storage
Storage EBS Pure AOS
S3 Isilon Nutanix Unified Storage
Juniper Apstra/Cisco ACI (but )
VPC + Network Svcs no VPCs) Flow Networking
Network & IAM Active Directory Prism Central |IAM
Security Network Firewall Agent Based, Network Firewall Flow Security

ELB F5 Flow NLB, 3rd party

nomios secure and connected



NOMIOS

Chmura prywatna, DataCenter

3rd party Integrations

nomios secure and connected

Ny

| DC Edge WAN | | DC Edge WAN
DC Edge Security - DC Edge Security

4 b4 (7]
Q S c
I<£ > Undarlay L3 Undarlay > |<£ .g
n 5 L2 or L3 Fabric L2 or L3 Fabric = n o
A 23| ¢
A | SDN | AR

>
S || & all 2| e
'c_) 8 Storage Array (Block(NVMe), NAS) Storage Array (Block(NVMe), NAS) g 8 s
2 2|5

o

HCI Production HCI Management HCI Production HCI Management
Virtual Workloads Management&Visibility Virtual Workloads Management&Visibility
Backup @ -mcmmemanaad Renlicatia Backup
lArchivisation l Archivisation
] |
Scale-Out Backup | goccucucoo.. Replicatig Scale-Out Backup
Repository Repository
\‘\ Archivisation ,-"'.
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Thank you!
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