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increase in attacks by

Average eCrime breakout time
Al-enabled adversaries

dropped to 29 minutes, a
increase in speed from 2024,
and the fastest breakout time

was only 27 seconds

W C

China-nexus activity increased increase in zero-day

vulnerabilities exploited prior to
public disclosure

across all sectors, with an
increase in logistics

of detections in 2025
were malware-free, up from
in 2020

Valid account abuse
accounted for of

cloud incidents

intrusions, with

new adversaries tracked
by CrowdStrike, raising
the total to

rise in cloud-conscious

increase

by state-nexus threat actors



You don’t have
a
problem,

you have an

problem.

N\
CR %TRIKE



5 4\ ﬁ/
5 o, D E@ 7 e

OWDSTRIKE ‘-\ P \Q

\= cosaur () ﬁ.‘——-""—'_ ConrD SR8
Ws* SPIDER :;) ) i SSiosiane ) | X\
|_l¢,'-' T MOUS é /
‘/ ENONR ) e

.

280+

sledzonych grup cyberprzestepczych

N
e












Sl to tylko chwilowa moda
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Nie wygrywaja najsilniejsi
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Wygrywajg najszybciej adaptujacy sie
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Technologia decyduje o tempie
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To samo zadanie. Inne tempo.
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Sl to narzedzie
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Kazde narzedzie ma granice
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Nieidealne. Nadal skuteczne.
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Predkosc. Skala.
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Kto adaptuje sie szybciej?
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Cyberzbdje nie majg ograniczen



Sl juz napedza ataki
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Oni dziatajg. My analizujemy.
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Tempo ataku >= Tempo obrony



Tempo ataku == Tempo obrony
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Tempo ataku <= Tempo obrony



Agentowy SOC

.

Nowoczesny
SOC

Oldschoolowy Agentowy
soC SOC
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Sl tez jest celem atakow
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S| zwieksza powierzchnie ataku



pracownikow uzywa narzedzi Sl bez wiedzy pracodawcy’

organizacji posiadajgcych polityki uzywania Sl
nie ma narzedzi do ich kontroli?

testuje lub juz wdraza agentow Sl

1. https.//qusto.com/resource s/articles/hr/te am-management/ai-workplace-an xiety? cache_re set=1764598106883
2 - Source: IBM Security & Ponemon Institute. (2025). Cost of a Data Breach Report 2025.
3. https://www.mckinsey. com/capabilities/quantumbla ck/our-in sights/the-state-of-ai
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Wektory ataku na Sl
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Adversarial Threat Landscape Top 10 Risks & Mitigations
for Artificial-Intelligence Systems (ATLAS) for LLMs and Gen Al Applications
4 I
( Prompt Injection ) ( Excessive Agency )
( Sensitive Data Leakage ) ( System Prompt Leakage )
Adversary tactics and techniques against Al- ( Supply Chain ) ( Embedding Weaknesses )
enabled systems based on real-world attacks and

Alred teams demonstrations ( Data & Model Poisoning ) ( Misinformation )
C Improper Output Handling ) ( Unbounded Consumption )
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Taxonomy of Prompt Injection Methods
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Al Detection and Response
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