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„In EDR We Trust” or Defense-in-Depth

• 82% of Attacks are Malware-Free
According to the CrowdStrike 2026 Report

• 88% Bypass Success Rate
An attack technique called "HookChain," which operates in a 
blind spot above the NTDLL layer, achieved an 88% success rate 
in bypassing EDR solutions in testing.

• 12/12 Gangs Use Evasion
In a study of 12 major ransomware gangs, all 12 successfully 
evaded EDR tools using at least two different techniques.

• 90+ Active "EDR Killers”
As of March 2026, researchers are tracking nearly 90 distinct 
"EDR killer" tools actively used by ransomware gangs to disable 
security agents. They are readily available on underground 
forums for prices ranging from $300 to $10,000.

• 5 Out of 10 Tested EDRs 
were successfully turned into data wipers
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Fake Captcha / ClickFix – March 2026

Targeting Enterprise Users









Detection Timeline



ClickFix – April 2026







ClickFix Protection in macOS 26.4
Released March 24, 2026







C2 Domain Detection Timeline



OPERATION 
FORUMTROLL

• Targeted media outlets, educational 
institutions, and government 
organizations

• A still-unobtained remote code execution 
(RCE) exploit for Chrome launched the 
attack. The exploit required no user 
interaction beyond clicking a link

• Sophisticated zero-day vulnerability in 
Google Chrome (CVE-2025-2783) 
allowed attackers to bypass the browser’s 
sandbox protection system

MID-MARCH 2025

Source: https://www.kaspersky.com/about/press-releases/kaspersky-discovers-sophisticated-chrome-zero-day-exploit-used-in-active-attacks 
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Detections 2 weeks AFTER the attack

And 1 day AFTER threat report publication



Infoblox Blocked 1 Month BEFORE The Attack

2025-02-05 14:57 UTC 

2025-02-05 11:33 UTC

3.5 hours 
after 

registration
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